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1
Decision/action requested

This contribution proposes a new KI for TR 33.850.
2
References

[1]
3GPP TR 23.757: " Study on architectural enhancements for 5G multicast-broadcast services ".
[2]
3GPP TS 33.246: " Security of Multimedia Broadcast/Multicast Service (MBMS) ".
3
Rationale

In SA2, there is an ongoing study on MBS in TR 23.757 [1]. Traffic delivery methods are discussed and defined.
In SA3, eMBMS security in LTE was analysed in TS 33.246[2]. Threat and requirements on protection of MBS traffic are described. 

This contribution proposes a new Key Issue for MBS TR to identify specific traffic protection issues.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR33.850.







***
BEGIN OF CHANGE
***

5.X
Key Issue #X: Security protection of MBS traffic
5.X.1
Key issue details 

According to TR 23.757 [xx], MBS traffic needs to be delivered from application service provider to multiple UEs through 5GS. Depending on many factors, multiple delivery methods may be used to deliver MBS traffic. As described in clause 4.4 of TR 23.757, Shared PTP or PTM delivery method and Individual delivery method may be used at the same time for a 5G MBS session depending on selected solution.

The 5GS may provide multiple interfaces for transferring MBS data between UE and external services/networks, such as Uu, N3, N6. MBS traffic need to be properly protected especially in air interface. While it is still possible to support security for multicast/broadcast traffic at the application layer, it is necessary to consider a security natively provided by the 5G system for the following reasons:There would be multicast/broadcast services that do not have application level security (e.g., due to protocol overhead) but want to leverage the security provided by 5G system, such as the MBS services provided by operators (e.g., for IoT devices).
As a result, MBS protection independent of application layer protection is to be studied in this key issue. This key issue investigates security protection of 5G MBS PDU sessions/flows at the transport or service level. In Transport layer, the service is provided by the 5G system to deliver multicast datagrams to multiple receivers using minimum network and radio resources, while the service layer is fully separate from the transport layer. This allows for applications that do not require a service layer to establish a multicast transport directly via Nnef (control plane and N6 (user plane data)
Editor’s Note: this key issue may need to be updated based on the progress of the 5G MBS architecture design by SA2 and RAN WGs.

5.X.2
Security threats

Attackers may eavesdrop MBS traffic on the air-interface. Users that have not joined and activated a MBS service receiving that service without being charged.
Modifications and replay of messages in a way to fool the user of the content from the actual source, e.g. replace the actual content with a fake one.
5.X.3
Potential security requirements

The 5GS shall support the confidentiality protection, integrity protection, and anti-replay protection of MBS traffic.
***
END OF CHANGE
***



